Hudopmannonnas naMsirica 111 HECOBEPIISHHOIETHHX
no sonpocam kubepGezonacuocti B ceru «Murepnen

KoMnbloTepusie BHPY

Komnmmepamu BHUpYyC - 3TO PasHOBHIHOCTH KGMIIBIO’I‘EPHHX IIPOI‘paMM

(KONHpOBaHHIO). B nononuenue K ITOMY, BHPYCBI MOTI'YT nospc.am M TOMTHOCTBIO
YHHYTOXKHMTH Bce (alinbl ¥ JaHHbIE, NOAKOHTPOILHLIE MNOJNL30BATENID, OT MMEHH
KOTOporo Obnuia sanylieHa 3apax@HHas nporpaMma, a TakKke TNOBPEeAHTh WIH Jaxe
YHHUYTOKHTb ONEPalMOHHYIO CHCTEMY CO BCEMH q)aﬁ.rramu B 1esoM. B GonsumHcTBE

CIIy4aeB pacnpoCTPaHsIOTCS BAPYCHl Yepe3 HHTEPHET.
MeToab! 3aMHTLI OT BPEAOHOCHBIX NPOrPaMMm:

.  Hcnonsayii conpemennue OnepalnoHHbIE cnc'reMBI HMEIOLIHE cepbéaﬂmﬁ
YPOBEHbB 3aLHThI OT BPEIOHOCHKIX ITPOrpamMM;

2. Tlocrognho ycranasnusad naryu (um}:poame 3aIUIaTKH, KOTOpBIE
ABTOMATHYCCKH YCTAHABIMBAIOTCS € UHEABIO A0pabOTKH MpPOrpamMmbl) u Apyrue
obHoBsIeHHs CBOEH onepauHoHHOH cucrembl. CkaunBal UX TOJBKO ¢ OQHUMANLHOIO
caifta paspaborunka OC. Ecim cylecTsyeT peXxuM ABTOMATHYECKOTO OOHOBIEHMS,
BKITIOMH €ro; '

3. Paborali Ha cBOeM KOMIIBIOTEPE [0/l MpaBaMH MONL30BATENS, & HE
AAMHHUCTpaTOpa. 2JTO HE NO03BOAMT OONBIIMHCTBY BPEAOHOCHBIX NPOTPaMM
MHCTA/UIMPOBATHLCSA HA TBOEM [EPCOHAILHOM KOMIBIOTEpPE;, ' -

4.  Hcnonp3yil aHTHBHPYCHBIE TPOTPAMMHBIE TPOAYKTHI  M3BECTHBIX
MPOU3BOJAMTENIEH, C ABTOMATHYECKUM ODHOBIEHHEM Da3;

5. Orpanuys Qpu3nyeckuii JOCTYN K KOMNBIOTEPY 1St HOCTOPOHHHX ML,

6. Henonbayii Brewnne HocHTe M HHOPMALIHH, TAKHE KaK cbnemlca, IHCK W
daiin u3 MaTepHeTa, TOALKO U3 NPOBEPEHHBIX HCTOYHHKOB, _

7. He OTKpeIBaH KOMNBIOTEPHBIE (aiibl, NOJYYEHHBIE M3 Hemémx
HCTOYHKUKOB, Jlake Te daiinsl, koTophle npucnan Teol 3HakoMeii. Jyuiue yro4ns y Hero,
OTIIPaBJIAJ JIH OH Tede uX.

Cern WI-FI

C nomouwsio WI-Fi moxHO noayuuts OecnnarHbiii mfrEpHeT-noc‘ryn B
ODILICCTBEHHBIX MECTaxX: Kade, OTensX, TOProBEIX LEeHTpax H asponoprax. Tak xe
SAB/SETCS OTAHYHOH BO3MOKHOCTHIO Bhixoga B Mutepuer. Ho muorue skcneptsi
CYMTAIOT, 4TO obmenocrynubie WiFi cetu He sBnsgioTcs 6€30NnacHBIMH. '

Cogetsl no Gezonacuocru pabors! B obuIeA0CTYNHBIX ceTax Wi-fi




I.  He nepenasait cBowo muunyio undopMainio yepes cﬁtﬂenoc'rynume Wi-Fi
ceTd. Paboras B HHX, KenaTensHO HE BBOAWTH MApOH m)c'rj.fnm JOrHHBI U KaKue-T1o
HOMepa;

2.  Hcnonseayit u OOHOBIIS aHTHBHPYCHBIE nporpmmm u Opanamaysp. Tem
caMbIM Thl 0O0e3onackus cefs OT 3aKAYKK BHPYCa HA TBOE YCTPOHCTBO;

3.  Ilpu ucnonwszosanun Wi-Fi otknroun (byummro «Obumit jocryn k daiinam
H npuHTepam». JlanHas QYHKUHS 3aKpeiTa N0 YMONYAHMIO, OMHAKO HEKOTOpHIE
MoJIb30BaTEIH AKTUBHPYIOT €€ 1 yA00¢cTBa HCNONB30BAHKS B paboTe WK yuebe;

4. He wucnomssyii nybmmunniii WI-FI ans nepenagm. muumbix nammx,
Hanpnmep, U1 BRIXOZA B COLMANBHBIE CETH WIH B JIEKTPOHHYIO [OYTYy;

5.  Hcnonbayii Toneko samuinentoe coepunenue yepes HTTPS, a ne HTTP,
“1.€. npy HaBope BeG-anpeca BBO/IH HMEHHO «https://»; . .

6. B moOuneHOM TenedoHE OTKMOYH d)ymm;nm «Hunwmqeﬂne K Wi-Fi

aBToMaTudecku», He ponyckail asroMarHyeckoro NOAKIIIOYEHHS YCTPONCTBA K CeTAM
Wi-Fi 6e3 Teoero cornacus. -

Connansublie ceTH

Coumanbnas ceth - 3T0 CalT, KOTOPBIA NPEAOCTABIAET BO3MOKHOCTE JHOASM
OCYLIECTBIATE o0uieHne Mexay coboit B muTephere. Halle Beero B HHX JUIS KaKIO0TO
“CNIOBCKA BBIACIACTCA CBOA JIMYHAA CTPAHMYKA, HA KOTOPOH OH yKasmiBaeT o ceGe
Pas/IHYHYI0 MH(QOpPMALIMIO, HAYMHAs OT MMeHM, GaMHIMK M 3aKaHYMBag JIHYHBIMH
potorpadusMu. MHOrHe NoNB30BATENH HE NOHMMAIOT, YTO HH(pOpMaUHs, pa3MELICHHAS
HMH B COLMANIBHEIX CETAX, MOXKeT ObITh HalileHa W MCNONB30BaHA KeM YFO/IHO, B TOM
YHCIIE He 00A3aTeNBHO ¢ OlIariMK HaMEepeHMAMH.

OcHOBHBIE COBETHI N0 GE30NACHOCTH B CONNATLHBIX COTHY:

I.  Orpannys crniucok apyseid. Y 1ebs B Apy3sAX He AOMKHO OBITH Cyy
H HE3HAKOMBIX JIOACH;

2. 3amumail CBOK HacTHYIO kH3Hb. He ykazbipaii napona, 'renetbuam, a;:{peca;_
ATy TBOETO POXACHUS H APYryl0 JHYHYIO HHOOPMAIHIO. 3NOYMBINUICHHHKH MOTYT
HCMONB30BAThH JdXKe uﬂdmpmauum O TOM, KaKk Tl H TBOM po,zl;m*e:m nranupyere
[IPOBECTH KAHHKY/IbI;

3.  3awmuwaii cBoo peny'raumo JIepiKH ee B YHCTOTe M 3ajaBai cebe Bonpoc:
Xoten Obl Thi, 4TOOB! ApyrHe NOML30BATENN BHACIH, YTO Thi 3arpyxaeius? [logywmait,
NPEeKAE HYeM HYTO-TO ONnyO0IMKOBATh, HANHCATD ¥ 3arPY3UTH; -

4. Ecau T TOBOPHIIb ¢ JHOJABMM, KOTOPHIX He 3Haellb, He ﬂcnonmya CBOE
PEATbHOE HMS U APYTYIO JIHYHYIO MHQOPMALUH: HMS, MECTO JKHTEILCTBA, MECTO y4elhl
u npouee;

5.  HMasberait pasmewmenus dororpadmif | . .
MECTHOCTH, 110 KOTOPOH MOXHO ONpEAenTh TBoe eroncnomeaue

6. Hpu PETHCTPAMH B COLHATBHON CETH HEOOXOIMMO UCIONIB30BATh cnomﬂme

NapoIH, COCTOsIIHE W3 OYKB ¥ LMP U ¢ KONUYECTBOM 3HaKOB He MeHee 8;




Sk

7.  Jlns coumManbsHOM CeTH, NOYTHl M APYTHX CaHTOB HeOOX0AMMO HCIIONB30BATS
pasHeie nmaponad. lToraa eciau Teds B3INOMAIOT, TO 3NMOYMBILINEHHUKH MOJIYYaT AOCTYII
TOJILKO K OJIHOMY MECTY, @ He BO BCe cpasy.

T).rlewfgbmme JeHbIH

DNEKTPOHHBIE JEHLI'M — 3TO O4YeHb YAOOHBIH crnocob mnatexeld, OAHAKO
CYUIECTBYIOT MOLICHHHKH, KOTOPbIE XOTAT NOIYYHTh 3TH ACHBTH. -
DNeKTPOHHBLIE JIGHBIH MOSBHJIMCH COBCEM HEJABHO ¥ MMEHHO H3-3a 3TOro BO
'MHOI'MX rocy1apcTaax 20 CHX I0p He NpOMMCaHO NpPoO HHX B 3aK0HAaX.
B Poccun ke oHH QyHKUHOHHPYIOT H O HHX YK€ NPOIHCAHO B 3aKOHE, rje nux
PasfesIfioT Ha HECKOJLKO BHJOB - RHOHUMHLIC ¥ HE aHOHHMHBIE, Pazuuua B TOM, 41O
AHOHMMHBIE - 3TO T€, B KOTOPBIX paspelaeTcs MpoBOAKTL onepaiuy Ges HASHTHOUKALIMH
MOJb30BaTeNsd, @ B HE AHOHMMHLIX HISHTHOHKAUMH NOAL30BATENS amae'rc:ﬂ
0DS3aTENBHOIM.
Tme cnienyer pmmlau 331e1crp01mme cbumue AeHBTH (paBHBI

rocy.napc IBEHHBLIM Bamo*ram).
OcuoBHBIE COBETHI N0 Gesonacuoii pabore ¢ 2JeKTPOHHBIMH ACHLIAMMU:

1.  Ilpussxu K cuery MoOHIbHBI Tenedon. 310 cambli yA0OHLIH U GLICTpPLIHA
crioco® BOCCTAHOBUTH. A0CcTYn K cuery. Ilpuss3anHbeiif TenedoH NOMOKET, eCiH
3a0y/ielb CBOM MIATEKHBIA Napoh KK 3aiAellb HA CaHT ¢ HE3HAKOMOTO YCTPOHCTBA,

2,  Hcnomssyit opnuopasossie naponu. llocne nepexoza Ha YCHICHHYIO
apropuzanmio tebe yxe He Oyaer yrpokars ONAcCHOCTh KPOKH HIH MNepexsara
UIATEKHOIO NapoJs; '

3. Bruibepu CHOXHBIH napois. Hpecxyrmmcam Oyner He NpPOCTO yrajaarhb
COKHBIH Tapons. Hanexkubie napoin — 37O NapoiH, KOTOphie COepKaT He MeHee 8
3HAKOB M BK/IOYAIOT B cebs CTPOYHLIE M MPONUCHBIC OYKBBI, WH(PHI H HECKOJBKO
CHMBOJIOB, TAKHe KaK 3HaK 0/11apa, (yHTa, BOCKIMLATENbHBLH 3HAK # T.IL Hanpmaep,
StROng!;;

4.  He BBOJM CBOM JIMYHBIE JIAHHBIE HA CANTAaX, KOTOPBIM HE JOBEPAECIIE.

JAeKTPOHHAS N10YTA

DJAeKTPOHHAs TNOYTAa — DTO TEXHONOTus M INpejocTABIseMble €10 yCIyrH 1o
NMePeChUIKE M MONYYCHHIO 3JIEKTPOHHBIX COODIIEHHH, KOTOpBIE Pacnpenensiore
KOMOBIOTEpHOH ceTH. OOLINHO IEKTPOHHBIN MOYTOBLIA AIHK BHIISIAT cnenylomnm
obpasoM: HMs_nonb3oBaTens@umsa_nomena. Taike kpome nepenaqn npoc*ror‘o TEKCTa,
HMeEeTCs BO3MOXKHOCTD nepeaaBaTh (paisl.

OcuoBHble coBeThI N0 GezonacHoii paboTe ¢ YIeKTPOHHOH NOYTOI:



1. Hango swibparts npaswibHBI 1O4TOBBIE cepsuc. B Mutepuere ects
(OrPOMHBIHA BBIGOP GECTIATHBIX MOYTOBKIX CEPBACOB, OJIHAKO TY4INE IOBEPATH TEM, KOr0
3HACIIb H KTO NEepBblii B peTHHIE; _ : _

2.  He ykassiBaii B IM4HO#H noyte nuuHyoo uudopMmauuio. Hanpumep, nywque
BEIOPaTh «My3bIKanbHBI_(anar@» umm «pok2013» Bmecto «remaldn; '

3.  Hcnons3yil ABYXITANHYIO aBTOPH3ALMIO. DTO KOra OMHMO napcma HY 7%
BBOJHTE KOJ1, IPHChUIAEMBbIH 110 SMS - - -

4.  Buibepu cnoxmui . s KaxA0ro nmovToBOro AUKKa A0MKEH 651'1'5
CBOIf HajieKHbIH, YCTOHIHBEIH K Banomy Napoiib;

5. Ecin ectb BO3MOXKHOCTH HAMUCAThH CaMOMY
HCITONB3YH 2TY BO3MOXKHOCTb; _ .

6. Ucnonesyl HeckonsKO NOYTOBEIX smmkoB. [lepBBlii Ans  4acTHOIM
NEPeNHCKA ¢ aZpecaTaMH, KOTOPBIM Thi JIOBepsieltib. ITO 31eKTPOHHBI a/pec He Hajo
MCTIONL30BATH NPK perucTpauny Ha Gopymax u caitax; ' -

/i He otkpsiBail daitiel ¥ Apyrde BIOXKEHHS B [HUCbMax JaXe eclld OHM
APULLTH OT TBOMX Apy3eil. Jlydile YTOMHHN y HUX, OTIPABNANH 4 OHM Tebe aTi ¢ e

8.  llocne okonuaHus paboTbl Ha MOYTOBOM CepBHCE Mepel 3aKphITHEM
BK/JIAJKH ¢ caliToM He 3a0yap HakaTh Ha « BeIATHY.

.-!' Ll ) - il
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KuOepOvJUIHAT HJIH BHPTYAJILHOE H31E€BATEJIbLCTBO

KubepOynnnuur — npecnesosanue cooOIeHnsIMH, cone
arpeccuio, 3alyruBaHue; XYJIHIAHCTBO; coumanbHoe OO}
PasiHYHbLIX HHTEPHET-CEPBUCOB.

OcHoBHbIe coBeThl N0 Gopube ¢ knbGepOyaauurom:

l.  He Opocaiics B 6o, JIyummi crnocod: nocoseToBaThCH Kak ¢ebf BECTH H,
ec/iH HeT TOro, K KOMY MOKHO OOpaTHTLCH, TO BHAYAIE YCTIOKORTECS. Ecin Th HauHels
OTBEYaTh ocmpﬁneﬂmu Ha ockopOieHHs, TO TOJLKO eme Oonbile pa3oXKellb
KOHQIHKT
2,  Ynpasnsd cROSH Kubeppenyranper; $@8090909090909000 00
3.  AHOHHMHOCTH B ceTH MHuMasn. CylecTByIOT Criocodnl BbIﬂCHHTB KTO CTOMT
32 aHOHUMHBIM aKKayHTOM; _ '

4.  He crour BectH Xynurauckuii obpas BHpTya(bH
¢HKCHpYEeT BCE TBOH neiim'snﬁ M COXpaHfeT HuX. YAanuT
3aTPYAHHUTEIBHO; -

5. Benu cebsa BeXIHBO; i

6.  Wruopupyit emumuumbii wHeratws. OpHOpasoBhie OCKOPOHTENBHEHIC
coobuIeHHs Jiyqiue HrHopupoBath. OObMHO arpecchs NpeKpaiaeTci Ha HavaabHOM
CTAJIUH;

7. LLEHHIMH, B
COLUANBHBIX ce'mx em mmumaoc'm 6naxup0mm OTﬂpaBKH mﬁmeﬁnﬁ C
ONpPE/Ie/IEHHBIX a/I[PecoB;

Untepher
HX Gy;xer KpaiiHe




8.  Ecau Tel cBHAeTElNb mﬁepﬁynnnm"a. Teou neHcTRHS: Bmc'rynm npo'mn
npecnejoBareis, MOKa3aTh €My, HTO ero JeHCTBHA OLCHHBAIOTCA HEraTHBHO,
NOJ/IEPKATH KEPTBY, KOTOPOH HYXHa NCHX0N0rH4YecKas noMoub, cnoﬁ IHTh B3POCIBIM
0 (haKTe arpeccCHBHOrO NMOBEAEHHA B CETH.

Mobuabnbiii Tenedon

CoBpeMeHHbIe 'cMapTOHBI H MIAHIIETH COAEPKAT B cebe BriosiHe BBpOCJIbLﬁ
c}ayuxunon-ia.n, H Teneph OHH MOTYT KOHKYPHPOBaTh CO CTAllHOHAPHBIMH mmnbmrepamn
O/1HaKo, CPEACTB 3aLIMTE /U1 NOAOGHBIX yCTPOHCTB MOKa O4eHb Maso. TecTHpoBanH
[IOMCK YVH3BUMOCTEH B HHX NPOUCXOAMT HE TAK HHTCHCHBHO, xak s 11K, 1o xe camae
‘Kacaercd U MOOMIBHBIX NPHIIOKEHHH.

Co BpeMeHHble Moﬁmme Opaysepsr yxke MPaKTHYECKU JIOTHANTM HACTONBHAIE
aHANIOTH, OJIHAKO pacIiMpenne (YHKUMOHANA BAEHET 32 co00it GOMBIIYIO CIOKHOCTD H
MEHBLUYIO 3aLHILEHHOCT. —

Jlaneko He BCe NPOH3BOMMTEIM BRITYCKAIOT oﬁﬂanneﬂwl 3aKPhIBAIO]
KPHTHYECKHE YA3BAMOCTH /ULl CBOHX YCTPOHCTB.

OcHoBHBIE COBeTHI 118 Oe30nacHocT MOOHIBLHOIO TeJleona:

.  Byas octopoien, Bejb Korja tebe npeanaraior 6een41a'rﬂwr KOHTEHT, B HEM
MOTYT OBITH CKPBITBI KAKHE-TO TIIATHBIE YCIYTH; -

2. [Jlymail, npexkae Yem oTnpasith SMS, GoTo HiH BAAEO. TH TOYHO 3HACII,
rae onu GyAyT B KOHeuyHOM Hrore? : _

3.  HeobGxoaumo 0GHOBIATHE ONEPAIHOHHYIO CHCTEMY TBOETO cMapTOHa;

4.  Hcnons3yit aHTHBHPYCHBIE TPOTPaMMB! IS MOBHIIBHBIX Tenecboﬂea

5.  He sarpyxail npunoxenus OT HEH3BECTHOrO UCTOYHHKA, BElb OHH MOTYT
COACPHKATH BPEJOHOCHOE NPOrpaMMHOe obecnevyenne;

6. [Tocne Toro Kak Tl BeIiAELIL C CAMTA, I/ie BBOAK JIHYHYIO }mcbopm LHIO
saiiau B HacTpoitku Gpaysepa u yaanu cookies;
7.  Tlepuoautiecku npoBepsii KaKue IIATHHIC YCIYTrH aKTHBHPOBaHBl HA TBOEM
HOMEPE; -
8.  Jlasaii cBoii Homep MoOHIBHOTO TeseoHA TONBKO MIOAAM, KOTOPEIX Thl
- 3Haelllb U KOMY J0BEpPsACIIb, .

9.  Bluetooth nomken 6biTE BHIKIIOYEH, KOTAA Thl HM He nonb3yeuscs. He
3a0bIBal HHOTAA NPOBEPTH 3TO.

DUHINHHT HAOH KDAKa AHYHLIX TaHHBIX

["nasnan uens GuMHr - Buaa UHTepHeT-MOICHHHYECTBA, COCTOUT B M1OTy4CHHH
KOHOUASHUHANBHBIX AAHHBIX N0Jb30BaTeNel — JIOrHHOB ¥ naponei. Ha anrmiiickom
a3pike phishing qa'rae'rcg KaK duwnnr (or fishing — pubuas nosus, passwnrd —

napossb).

Ocnosable coBeTsl o 6opube ¢ pHIHHTOM: '



. Cuenu 3a cBouM akkayHTOM. ECH TBI N0/103peBaeillb, YTO TBOS aHkera Obina
B3JIOMAHa, TO Heoﬁxcmﬂmo saﬁnommaa-rs ee M cooﬁma*m anmauncrpampam pecypca

2. . HCIIQJIBS}’H ﬁeaonacﬁme BeO-caliTsl, B TOM qucIe, mepﬂe'r-uaramuoa H
 [TOMCKOBBIX CHCTEM: |

3.  Menomwayii crokusie W pasupie naponu. Takum oBpazom, ecnn TeGs
B3NOMAIOT, TO MOYMBILICHHMKH NOJY4aT A0CTYH TONLKO K OAHOMY TBOEMY upocinunw B
CETH, @ HE KO BCEM; - : s e g

4. Ecnu 71eba B3nOMann, TO HEOOXOAMUMO npenynpcmm BCEX CBOMX
3JHAKOMBIX, KOTOpbie aobasiennl y T1ebs B Apy3baX, O TOM, 4TO TeDA B3NOMAIH H,
BO3MOYKHO, OT TBOEro MMeHH OGyaeT pacchilaThCst ¢raM ¥ CChUTKHM HA (QHUIHHTOBbIE
CaMThi;

5.  Yeranosu HaaexHsii napons (PIN) va MoGuIbHbIH me@au*

6.  Orkmouu coxpaHenue napous B Opaysepe; _

7.  He orkpbiBail Qailnel W Apyrue BIOKEHHS B MHCBMAX AaXKEe €CIH OHM
TIPHUILLIH OT TBOHX JpY3eil. leqme YTOYHH Y HHX, mmammm i oru Tebe a1i daitisl.



